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Who is Easy Dynamics?

¢« o Information Sharing Cloud Delivery Cyber/ldentity/Privacy
m\:,m v" B2B and B2C Information Sharing .\ , ’ v' Migration readiness, analysis, & planning ~\ v Identity and access management
l | v' Consent based and full audit traceability Q v Enterprise cloud operations %B v Privacy engineering and policy development
o/ "\ 0 v' Migrations and assessments o -° v Software defined networking v' Compliance framework enforcement
- v Digital Identity and governance v DevSecOps and CI/CD as a service v Asset, ISVM, Anti-virus, SOC/NOC Integration
v Knowledge management v FISMA/FedRAMP accreditation v Risk Management and Fraud Detection
HISTORY OF INNOVATION STANDARDS ALIGNMENT ACCREDITATION EXPERIENCE
v’ First FISMA High
. v" NIST SP800-63 / NIST SP800-53 v Cloud Factory 2
@ 2020 Pl!bllc Sector N H v NIST Privacy Framework General Support
45~ Innovation of the Year v NIST OSCAL System (GSS) FISMA
v Cybersecurity profile for payroll High
industry
2018 Public Sector
oAa Innovation of the Year STy
f _— I v FedRAMP & \
o simpler Accreditation d 7
stronger Op A o
?7 Government ALLIANCE = authentication en I D (€RYAY - Eerly Adopter OSCAL \ 4
"s Innovation Submission .
kfg Awards Educatlon
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Where We Typically Fit in the Assessment Process
(FedRAMP ATO Example)
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Challenges We Often See

Compliance Framework Build System Security Audit Maintain
NIST : >
J= N>
ke is W)
NIST RMF
Features & Capabilities Evidence and Verification Oversight

x Lacks Informative Security Guidance tm’ x Lacks Incremental Methods for Reviews and Evidence Collection
. Mostly Performed During Assessment Phase

x Lacks Guidance on How to Leverage Shared

Services Authorizations x Lacks Ability to Continuously Authorize Only the Changes in

o . System Increments
x Lacks Organizational Parameter Guidance

x Lacks Operating Models that Support Desired Monitoring Rigor

Creates a Significant Burden of Responsibility, Awareness, and Understanding of Broad Cybersecurity Concepts
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Traditional Assessment Workflow Has Impediments

3
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e_0O
) - J.3 e
x Compliance typically (9) - I = *
documented after Assessors | - Authorizing
() development is complete ISSO/ISSM - Body
x Engineers don't typicall - Approval
Dev/Eng h?\g/]? access to GyC Y -
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Dev @ I -
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Test | Production

Environment Environment




EASY DYNAMICS

How We've Addressed These Challenges in the Past

o Select Applicable . Load Selected — e Project team and 1SSO [ X X
Control Baselines Controls into an team Iteratively and Parallel .-‘
Issue Tracking Document and Approve ;
NIST 800-53 High Project as ATO Each Control - Instead of Project Team
NIST 800-53 Moderate EPICs Waiting for the Whole i)
DoD SRG 4 i Control to be Documented m
Each control is a
DoD SRG 5 gepame task) and Reviewed. ¥ bocument Control
Customer Specific Controls /‘ Implementation \ 1SS0 Team
2
e Authorizing Official (AQ) - Revise controlsand = PN Issue Tracking
Reviews, Approves, and artifacts as necessary System Implementation

Issues ATO 1SSO Team

9 ATO

a B> e U
- o Export ISSO approved ' Artfects
1 N

w0 N POAMS controls from Issue
Tracking and into GRC
Store and Link Artifacts 0e0
Platform. & Evidence to Control .-‘
0 GRC Platform performs < . J Project Team
continuous monitoring Customes
of ATO Environment Wiki/Library

&
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The Shift-Left Workflow That OSCAL and Tools Enable

v Informative Assessment Guidance

-

@ E:Io;;; :0; s ‘ Author Body
Components () - @ ) Approval

N Dev/Eng Assessors [ISSO/ISSM 1
= v Informative L d . o
@ Authorization Guidance @ @

Co%%l::sr?g!?s & Dev Test
Profiles Environment Environment i @g
v" Informative Security = 9=
Guidance = — i
_5_ v Organizationa| k@ _: @? Pl'(?ductlon
Parameters Guidance 0= Environment
@ nﬂﬂ Assessment/ SSp POA&MS -
Evidence

Agency ]
Components & Contlr)uogs
Profiles Authorization



3.2 . © 2.

Cloud ®_0 FedRAMP ()
Service ...
EASY DYNAMICS Providers |
o 0
‘:!lz::x:m,mr soa
Softw ¢/ =
& oWt @ @ SSP, SAP, / |‘
FismA (= p . SAP, |
Fisma Q=g %MW Vendors/ ... Assesment / / A
° Projects ) // Security o_0
How We See This S 17 3
y; Y rms )
Controls, Profiles Component Definitions

Space Evolving

1 Categorize > Select > Implement

REST API (OSCAL Schema)
OSCAL Tools
Categorization, Integration for Libraries to Describe Capture of Evidence
Selection of Controls, Planning of Controls ~ (Annotate) Implementations ~ During Automated Tests
SSP, SAP via Ul A A4
a Selenium
[ ] ° [ ] [
-l ° B8
PM,ISSO, Dev | =  ° )
Issue Tracking (Jira) Software Development CI/CD Pipeline

System Implementors
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What We've Been Working On

OSCAL React Component Library and Web App OSCAL REST Service

GitHub https://qgithub.com/EasyDynamics/oscal-react-library * Implementation of some of the OSCAL REST API
Repository ) . * Persists against a file store (such as a Git repository)
Storybook  https://docs.oscal-react-library.msd.easydynamics.com

Docs GitHub https://qgithub.com/EasyDynamics/oscal-rest-service
Web App https://oscal-viewer.msd.easydynamics.com Repository

Demo

OSCAL REST API (OpenAPI) OSCAL Editor

GitHub https://qithub.com/EasyDynamics/oscal-rest * Docker Container with OSCAL REST Service and Web App
Repository ) ) GitHub https://github.com/EasyDynamics/oscal-editor-
Swagger https://editor.swagger.io/?url=... Repository  deployment

Editor


https://github.com/EasyDynamics/oscal-react-library
https://docs.oscal-react-library.msd.easydynamics.com/?path=/story/getting-started-introduction--page
https://oscal-viewer.msd.easydynamics.com/
https://github.com/EasyDynamics/oscal-rest
https://editor.swagger.io/?url=https://raw.githubusercontent.com/EasyDynamics/oscal-rest/develop/openapi.yaml
https://github.com/EasyDynamics/oscal-rest-service
https://github.com/EasyDynamics/oscal-editor-deployment

Git
Repository
EASY DYNA ®

OSCAL Editor

OSCAL Editor
High-Level
Architecture

'OSCAL Web App
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. Developer/Security Engineer Workflow

e .0 @
§ = A
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(.. -~ - 7 = \
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® ©® | I o 0
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Demo




o0 e O EasyDynamicsfoscal-demo-co X -+ v

& > C (0 @ github.com/EasyDynamics/oscal-demo-content LR * ¢ @G O a :

i Apps [ EasyD [5 Personal [ Weather [E3 Current [E3 Reference @ ES Other Bookmarks Reading List

(5) EASY DYNAMICS

Pull requests Issues Marketplace Explore

& EasyDynamics [ oscal-demo-content  Private @Unwatch 2 v % Fork 0 Yr star 0~
D <> Code © lIssues 19 Pull requests (® Actions 3 Projects 07 wiki @ Security |~ Insights
L3
¥ main ~ ¥ 4branches © 0 tags Go to file Add file ~ About ©
° D / E No description, website, or topics
ev n g .’ rgauss Merge pull request #1 from EasyDyn... .. 3e4a04f 2 hoursago ® 4 commits provided.
- . 0 Readme
° B rOWS e S O S CA L C O nte nt M catalogs Initial commit of OSCAL content 2 hours ago
[E) Code of conduct
1 1 M component-definitions  Initial commit of OSCAL content 2 hours ago
epOSItory On It U v Ostars
. M profiles Initial commit of OSCAL content 2 hours ago ® 2 watching
« C Cl URL
O p I e S O n e M8 resource-content Initial commit of OSCAL content 2 hours ago % 0forks
I8 system-security-plans  Initial commit of OSCAL content 2 hours ago
[ README.md Initial commit of OSCAL content 2 hours ago Releases
No releases published
I
E README.md I Create a new release

OSCAL Content Packages

No packages published
Directory containing example OSCAL files. S P RIS SE

Purpose

The oscal-content directory exists to provide example OSCAL files to be used as
content for the REST service. It provides the expected directory structure for the
files, with one directory each for Catalogs, Components, Profiles, and System
Security Plans.




"% rgauss — -zsh — 94x46

Last login: Tue Feb 22 14:40:25 on ttys000
rgauss@EDC-CO2YVOFJLVCF ~ %
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Demo

3/23/22




O EasyDynamicsfoscal-demo-co. X -+ v

< > C O @ github.com/EasyDynamics/oscal-demo-content U * ¢ o 3 c :
. EASY DYNAM I CS it Apps [3 EasyD [ Personal [EF Weather [EF Current [EF Reference @ B3 Other Bookmarks Reading List
O Search or jump . Pull requests Issues Marketplace Explore
& EasyDynamics [ oscal-demo-content  Private ®uUnwatch 2 v % Fork 0 V¢ Star 0~
D e m O <> Code © Issues 1 Pull requests () Actions 3 Projects 00 wiki @ Security |~ Insights
# main v ¥ 3branches © 0 tags Go to file Add file ~ About Q b
® D ev / E n g No description, website, or topics
c rgauss Merge pull request #1 from EasyDyn... .. 3e4a04f 8 hoursago O 4 commits provided.
e U S e S O S CA L E d |t0 r tO U p d at e M catalogs Initial commit of OSCAL content 8 hours ago [ Readme
H E) Code of conduct
S S P T | tI e M component-definitions  Initial commit of OSCAL content 8 hours ago
Y Ostars
M profiles Initial commit of OSCAL content 8 hours ago ® 2 watching
M resource-content Initial commit of OSCAL content 8 hours ago % 0forks
B system-security-plans  Initial commit of OSCAL content 8 hours ago
[ README.md Initial commit of OSCAL content 8 hours ago Releases

No releases published
Create a new release

README.md Vi

OSCAL Content Packages

No packages published
Directory containing example OSCAL files. Publish your first package

Purpose

The oscal-content directory exists to provide example OSCAL files to be used as
content for the REST service. It provides the expected directory structure for the
files, with one directory each for Catalogs, Components, Profiles, and System
Security Plans.




__ oscal-demo-content — -zsh — 94x46

zsh

rgauss@EDC-CO2YVOFJLVCF oscal-demo-content % git I

EASY DYNAMICS

Demo

3/23/22
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Demo

* Dev/Eng
e Creates PR on GitHub

eve () EasyDynamicsfoscal-demo-cc X =+

« >

C (O & github.com/EasyDynamics/oscal-demo-content

P Apps [ EasyD [ Personal [ES Weather [ES Current [E5 Reference @

or jump to Pull requests

& EasyDynamics | oscal-demo-content  Private

<> Code  (©) Issues 19 Pull requests ® Actions

;.'

P

0 rgauss Merge pull request #1 from EasyDyn...

update-title had recent pushes less than a minute ago

main ~ ¥ 3branches © 0tags Go to file

M catalogs Initial commit of OSCAL content
M8 component-definitions  Initial commit of OSCAL content
M profiles Initial commit of OSCAL content
B resource-content Initial commit of OSCAL content
M8 system-security-plans  Initial commit of OSCAL content
[ README.md Initial commit of OSCAL content
:= README.md

OSCAL Content

Directory containing example OSCAL files.

Purpose

v

h % @ o n@:

5 Other Bookmarks Reading List

Issues Marketplace Explore

®uUnwatch 2 ~ Y Fork 0 ¢ Star 0 -

M Projects 07 wiki

are & pull request

11 hours ago
11 hours ago
11 hours ago
11 hours ago
11 hours ago

11 hours ago

7

The oscal-content directory exists to provide example OSCAL files to be used as

3e4a04f 11hoursago O 4 commits

@ Security |~ Insights e

About 8

No description, website, or topics
provided.

Readme

Code of conduct

0 stars

2 watching

0 forks

< O3\

Releases

No releases published
Create a new release

Packages

No packages published
Publish your first package




oV e () Updated title by rgauss - Pull - X 4 v

> » Q :

Apps [ EasyD [5 Personal ES Weather [ES Current [E3 Reference @ ES Other Bookmarks Reading List

<« > C 0O @ github.com/EasyDynamics/oscal-demo-content/pull/3 LIS * ¢

EASY DYNAMICS

O Search or jump tc Pull requests Issues Marketplace Explore
& EasyDynamics [ oscal-demo-content  rivate ®@Unwatch 2 v % Fork 0 V¢ Star 0~
<> Code © Issues 1% Pull requests 1 (® Actions 3 Projects 07 wiki @ Security |~ Insights

Updated title #3 Edit | <> Code
[ ] I SS O/ I SS M rgauss wants to merge 1 commit into main from update-title @

° ReV|eW PR On G |tH u b Q) Conversation 0 - Commits 1 F) Checks o File@hanged 1 +3 -3 mumn

-a rgauss commented 4 minutes ago @ - Reviewers e

No reviews

Great new title .
Still in progress? Convert to draft

o e Updated title 9lae09f Assignees ]

No one—assign yourself

Add more commits by pushing to the update-title branch on EasyDynamics/oscal-demo-
content. Labels b

None yet

J
. ‘ ° This branch has no conflicts with the base branch

Merging can be performed automatically. Projects &

Merge pull request -

You can also open this in GitHub Desktop or view command line instructions.

None yet

Milestone )

No milestone

{ H B 7 iz & & = = M@
Write Preview @ 2 «- Linked issues &

Successfully merging this pull request may close

Leave a comment these issues.

None yet
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What's Next?

 REST APl Improvements
» With the OSCAL Community’s Help

» React Component Library & Web App Improvements
« Expanded Edit Capabilities
» UlI/UX Improvements

« OSCAL Standards
 Registry Specification
« Component Definitions In Particular

« CI/CD Integration
« Validation
« Attachment of Evidence

 |IDE Extensions
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Questions / More Info

* https://easydynamics.com/oscal

* https://qgithub.com/EasyDynamics
« oscal-react-library
 oscal-rest
 oscal-rest-service
 oscal-editor-deployment

3/23/22



https://easydynamics.com/oscal
https://github.com/EasyDynamics
https://github.com/EasyDynamics/oscal-react-library
https://github.com/EasyDynamics/oscal-rest
https://github.com/EasyDynamics/oscal-rest-service
https://github.com/EasyDynamics/oscal-editor-deployment

